PSEC-KEM 0O 0O O

gobooboooggn
NTTOOOOoOoDooOooooooboo

200100 900 26 O

godag 3
L1 OO oo e 3
g 4
0000 00 OO0 (Data types and conversions) 4
3.1 00000000000 D0OO0OO0O(BS20SP) .« v v v v i i it it e et e 4
32 00000000000 D0O0OO0O0O(0OS2BSP) . .« oo v i it i et oo )
33 000000000 D00000 (I20SP) .. oottt 6
34 00000000 OOOO0O0O (OS2IP) . . . v v v v it ittt ettt 6
3.5 000000000 O00000 (FE2IP) . . ... o o i it i i i e 7
3.6 D00U00O0D0DDOOOODOO (I2FEP) . . ... oo oo oo 7
3.7 0000000 0ODUODOOOOOO (FE20SP) « oo oo oo oo oo oo 8
3.8 0000000000 0O0ODO0O0D0OOO (OS2FEP) .. .o oo 0o oo oo oo 8
39 D00ODO0ODUDUOODOODOOOOUOOOO (ECP20SP) .« v oo oo oo oo 9
310 000000000000 OOO0OO0OO (OS2ECPP) &« v oo oo oo oo e 10
0000 (Key types) 11
4.1 PSEC OO0 . .. e e e e e e s 11
4.2 PSEC ODOO . . . o e e e e e e s 11
000000 (Cryptographic primitives) 12
51 KGP-PSEC . . . . . 12
5.2 EP-PSEC . . . . . . e 13
53 DP-PSEC . . . . . e 13
00000000000 (Key encapsulation mechanisms) 14
6.1 ES-PSEC-KEM . . . . . . . e 14

6.1.1 O0ODOO0 ... e e e e e e e e e e e 14

6.1.2 OODOO ... o e e e e e e e 14



Y 0D0oO0oOoooooao

000 (Encoding methods)

7.1 EME-PSEC-KEM . .. . . . e
71.1 O000OOOODOOOO EME-PSEC-KEM-A ... ..............
712 0000000000 EME-PSEC-KEM-B ... ..............
713 00OO0ODOOODODO EME-PSEC-KEM-C . ... ..............
714 0O0O0ODOODODO EME-PSEC-KEM-D . .................

8 0000 (Auxiliary techniques)

81 DODOOODOO
8.1.1 SHA-1

82 DODOODO .
8.2.1 MGF1

>

goog

gooooooboog

ubooogoooo

C a w

gooan

=

gbooabogon

F 0000000

F1 DO000O0000000 .« .. e e
F2 DO0O0DDO0ODOODOOOO0OOO0O0O ... e

15
15
15
16
16
16

17
17
17
17
18

19

19

19

20
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gooooboogoo
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1 O0O00o 3

1 0000

O0DOoO00oO0go,PSEC-KEMOOODODOOOOOOOOOODOOOOOODODOODOOOOD
Oo0. PSEC-KEM OOOODOOOOOOOO,000000DOO0O000O00ODOO. 0O0DO0
goobgo,dgoooobooooo.

e JJOIO OO (cryptographic primitives): KGP-PSEC, EP-PSEC, DP-PSEC

e J00DODODOOOO (key encapsulation mechanisms): ES-PSEC-KEM

1.1 OO0

googooooobobbboobbd:
e 1 100,0000000D0O0DDOO.

e J 2000,0000000.

o3foobo,0boobooobooooooo.

0 4000, KGP-PSEC, EP-PSEC, DP-PSEC 0 00000 PSEC 000, PSEC OO
oooooo.

Os5000,PSECOD00ODOODOOOODOOODOODODOOOO.

O6000,PSEC-KEMOO00OOOOOOODOOODDO.

Ov7000,PSEC-KEM 000000 DOOOOOODODOODOODOOOOOOOOOOO
gooog.

gguiobo,0oooooooooboboboogn.

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 4

2 00
N Doooo0d
a:= bO0O0 «00000.000,e0 bOO0OOO.
TFym D00 ¢"0000,¢000
@ 0000000000
{0,1}* 0000000000
o0
{0,1}* Jfo, 1y
=0
{0,1,---,255} 000000000000
o0
{0,1,---,255}* J{o,1,---, 255}
=0
I 0000000D000000000000
0D00,00000000 (0,1,0,0) || (1,1,0) = (0,1,0,0,1,1,0),
0000000000 (4,3) ] (6,2) = (4,3,6,2) 0O 0.
® D00000O0oO0O
[y] yO0ODOO0OODO
ly] yO0ODOO0OOO0O
a mod m a,m € NOOO,m|(b—e) 00000000 b

ooooOo’|yo,cocooooooo.

3 0000 OO0 00 (Data types and conversions)

googbobooooobooooooo,boobooboooooooobobo.booboobg
gobooooboobo o1go0oog.

3.1 00000000000 O0O00O00 (BS20SP)

0000000000000 0o0o0oobbh oooo oooog 80O
0d00oooooonD ooooooooboooo,00bobo0 ooooo sooooooon
O0000000000000.000000 BS20SP(B,l)D000OOOOOOOO.
uo:

B . 000000000

[ . 00
uoe:

M . n=[l/8|00000000O000OO0O
goode:
000l B=ByB,..5 0000000 M=MyM,.. M, 000000000O0:

1.0<e:<n-10 00 :000000000:

M; =B g gn-1-iBr7-8m-1-i)---Bi-1-8mn-1-i)-

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) Y

ooooooo
ECP20SP(P, 1)
- > oooooo M
P=(z,vy) OS2ECPP (M, 1)

A

oogd o

n=T1/8], M;e{0,1,...,255}

ogooooo
M = MyM; --- M, 4

z,y: 000000

CD 0oooo a) <
I2FEP(z)

(1°g)dsozsd
(1°707)dsdesO

oooao
B =DByBy---B 1

B; € {0, 1}

U 1.00000000

2. My 000 00 8, —10000 000,00 1+8—8, 0000 ByBy...Bp7_s, O

go.
3. MOOOooQO.

3.2 DDDDDDDDDDDDDDDD(OSZBSP)
ogoooootoootooodooooooooooooooooooo o ooobooooooan
0000000000000 000000000000000. 000000 O0S2BSP(M,!1) O
ooooooooooaon.
oo0:

M : n=[l/8)0000000 000000

[ : 00
goe:

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 6

B . [0D0000O0Ogo
googde:

oooood M=MyM,.. M, 00000 B=ByB,...B,_s00oooooooo:
1. 0<:<n-—-1000:000000000:
B g stn1-0Bi-78m-1-i)---Br1-8m-1-i) := M.

2. My0OOO 8»—I000000000 [+8—8 000000 ByBy...Bjy7_g, 00
ooo.
3. BO0OOOO.

3.3 J00O0OO0OOOOO0OOOOO (I20SP)

gbobboboobooooobobobobobobooooboobooboob 2600000000
O00.000000 120SP(z,l) 00 00O0O00O0OOOOO.

ad:
rz : QOooOoao
[ : OO
ad:
M . n=[l/8|000000000O000O0OO
od:
“invalid? : O0O0O00O0O
oood:

1.z>2'000, “nvalid” 00000000 O0ODOO.
20<i<n—-1000:0000 0O0ODODOO z0O26000 z; €{0,...,255} 00
ug.

7=x,_12850D 4 g, 528002 4y 98 4
3. 0<:<n-—-1000 0000 M,:=z,,—;.-00000000.
M = M()Ml---Mn,1

4. MOOOODO.

34 J000D0OO0DOO0DDOOOOOO (OS21IP)

gboboooooooobobobooooobooobbbobobooboboooooog 256
000000000oo0oO0o0o0oOo.ocoo0ooo os2IP(M,)booUooOoOoOooooO.

oo0:
M : n=([l/8)00000000000C0OO
[ : 00

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 7

uo:
z : 4gg
goodde:
oooood M=MM,.. M, 1000 00000000000°:

1.0OM0O000 2000000000000 c00000O:

n—1
T = Z 28(n=1=) pr mod 2.
=0

3.5 00000000000 0OO0O (FE2IP)

gbobobuobobub,bobuoobooobouobouaooo. obuoboboobbobbobd
gooooboob.obobboboo ooobooboooboobb,g0oboooboooo,od
000 0000000000 000 ¢g00O00OD0O0C00ODOCO00O00O0.000000 FE2IP(a)
ggboogooogoggd:

oooooooode:
F~:00 ¢"0000 (¢000,m>0000)
0o:
a:IF,» 000
uo:
z: 000 ¢"—-100000
goodde:
000d000d0d e000 00000000 O0OO:

m=1000:
000000 ed 000 ¢"—100000000D000DOOOCO.
l:z:=al0O0 0O00000.

m>1000:
Ooo0o0ood eO {0,...,¢q—1} 00000000 m—1000000000000
Jdo.p00000D0000DOOO.

1:i€{0,...,m—1}0i000000000000 a;€{0,...,¢q—1}00000.

m—1
a = Zalﬂz
1=0
2. 000 «0000D0.
m—1 )
x = Zaiq’
1=0

3.6 J00O0OO00OOOOOOOOO (I2FEP)

gbobobuobobub,bobuoobooobouobouaooo. obuoboboobbobbobd
uogooboooou. gobooobo oo ob obo bobobodobdo,guuoobooaob o,

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 8

gboob gbd ¢gboobuooobboo, b ggbouobo guobboobboo
0.000000 I2FEP(x) 0000000 OOOOO:

gogoooboogd:

Fo:00 ¢"0000 (¢000,m>0000).

goe:

z:000 ¢"—100000.

goe:
a:F,»000O.
ogoQe:

ub 0000000 edOOO0OOOOOOOO:

m=1000:

F,»0OOO OO0 ¢"-100000000.
Ire:=z000 a0000O0O.

m>1000:

F,» 0000 {0,...

,q—1} 00000000 m—-100000000000C00O. B

0000000000000,
1: 20 000000 ¢qO000%€{0,...,q—1}, (i€{0,...,m—1})00000.

22000 e0O0D0OOO.

3.7 00000000000 0ODOO0O0O0O0 (FE20SP)

000000 FE20SP(e,)) DO0OOOOOOODODODO.

oo0:
a : 000000

[ . 00
uoe:

M . O4O0O0OOOO
goodde:

ooo MmoOoOoooo.

M :=I20SP(FE2IP(a), )

3.8 000000000000 OO0OODOO (OS2FEP)

000000 OS2FEP(M,)) 0000000 OOOODO.

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 9

goe:
M . O0OOOOO

[ . OO0
oo:
a : ODOGOOOO
ogoodde:
000 eOOooono.
a := [2FEP(OS2IP(M,1))

39 0000000000000 UODOOD (ECP20SP)

gbooooboobbooooboooboboboobbobboobboobooon.

gooobboobbooobbooooobobbbooooobo bboboob ¢yOoooDOo
ggobdgobooooobobboodg,obbd c0bb00Oo0ooa.

goooobooboboobooobobobobbobbboooooooobooooboooobn
gogob,0b0b0 «000000,0000 y0O0D0O00O0OOO.

000000 ECP20SP(RP) 0000000 OOODODO:

oo0:
000000000000 0000ooo0n.

ggoooe:
E : OJ00O00O0oOoDO

R : Compressed, Uncompressed, Hybrid 0 0 00O O

ude:
p : 0OOO0OO00OO0O IFm OODO
[ 00
gd:
M . 0000000 OO0 nO0000000O.
n=1 P=0000,
n=[l/8]+1 P#OOO0 RO Compressed 00O,
n=2[/8]+1 P#0O000 RO Uncompressed D00 Hybrid 0OO.
goode:

rOOOODODODO M=M),...M,,00000000000:

1. P=0000 M:=00,00000.
2. P=(z,y) #0000 RO Compressed 10, 0000:

21. 000000 X 0O X :=FE20SP(e,l) 000.
22.y00 10000 40000000000 (MO0 y000 10000000):
22.1. ¢0 00000, y=ymaf" '+ +yB+y 0000 §:=yp mod 2
ooo.
222. ¢q=2000,z=0000 §:=000,00000 z2=gye 00
z2=2m "+ + 2B+ 0000 g:=2000.
23. 000000 LO §=000 0240,§=100 03,,000000.
24. M:=L|X00000.

oboobobobob NTTooooOobooooooooog



3 0000 OO0 00 (DATA TYPES AND CONVERSIONS) 10

3. P=(z,y) #0000 RO Uncompressed 00, 0000:
31. 000000 X0O X :=FE20SP(z,/)000.
32. 000000 Y0 Y :=FE20SP(y,))000.
3.3. M :=0454||X||[Y DODDODO.
4. P=(2,y) #0000 RO HybridOO,0000:
41. 000000 X0O X :=FE208P(z,/)000.
42. 000000YOY :=FE20SP(y,))000.
43.y00 10000 ¢g0000000000 (000 yO00 10000000):
43.1. ¢q0 0000, y=ym 1™ "4 +yf+y 0000 §:=y mod 20
0o.
432. g =200, =0000 g:=000,00000 z=yz ' 00
2=2p B 2B+ 0000 §:=2000.
44. 000000 LO =000 0640,5=100 07, 000000.
45. M :=L|X|Yy DODOO.

3.10 0000000000000 O0ODOO0OO0OD (OS2ECPP)

gbooooboobbooooboooboboboobbobboobboobooon.
gooboooboboooooobooooobooboboooooboooboooooboonDoon
ubbbby0oboobuoa,doogbaobboboodb ggboubobo.ogbob g
b y0oOoOoog.
gobooobooboboooobbbooboboobboooooooooboooboooon
bt 000,0000 yOOOODOOO.

000000 OS2ECPP(M,) 0000000O0OOOOO:

goooo:
F . O00DODOOOO0O
uo:
M . O00000O0O0OODOOOO
000000 00qg
00 n=[l/8]+1 0000000
OO0 n=2[l/8]+10000000
[ . OO0
oo:
P . O00OOO0OOO
0o:
“invalid”? : O0O0O0O0O
ooogd:

MODODOODOODO POOOODOOOOOOO:

1. M =00, 000,P:=000000.
2. MO [I/8]+1000000000,0000:
21. M=L|X 0000 000000 LO,00 [//8]000000 XO000O0O.

oboobobobob NTTooooOobooooooooog



4 0000 (KEY TYPES) 11

2.2. @ :=O0S2FEP(X,) 000,
23. L=02s00 §:=000,L=03300 g:=100,000000 “nvalid” O

0Oo0oooooooo.

24. 00 j000000000 P=(e,y) 0000000000:

241. ¢ 000000, 000000 w:=a’4ax+b0000, w0000
yEF»OO00O. Fere 0000000000000 “nvalid 000000
00000.7y=% 1™ '+ +mB+7% 000,00 vp=9§mod 200
Oy:=~00,v#ymod2000 y:=—0O000.

242 ¢q=20 =000 y:=b>"  €F,m 000.

243. ¢q=20 ¢# 000000000y :=z+a+bz?¢cFym, 0000
224+2=7y00F» 0 00 2z=2,1" '+ +218+20000. 00
F» 00 200000000 “nvalid’ 00000000000, 2p=¢0
00 y:=zz 29000 y:=x(z+1)000.

25. P=(z,y) D0 0ODO.
3. MO 2[/8]+1000000000,0000:
3. M =L|X|Y ODOO DO0OOOO LO,00 [i/8]000000 X000

[/ 000000 YODOO.

3.2. L € {0416,0616,076} 000000000, 00 L ¢ {0416,0616,0716} D000

0 “nvalid” 00000000000,

3.3. x:= OS2FEP(X,/) 00D0.
3.4. y:= OS2FEP(Y,l) 00D.
35.0 P=(x,y)] EOD0OO0O00OOOO0DDOOOO0OOOOO00O0O0OO0 “nvalid”

Doooooooooo.

36. P:=(x,y) DO0O0OO.

4 0000 (Key types)

OO000,PSECOOO0O PSECOQOUOODO 2000000000. 0000 PSEC-KEM
0300000000 (KGP-PSEC, EP-PSEC, DP-PSEC)0O00O0OO.

4.1 PSEC O0OO
PSECODOOO,000000O.

e 5, OO0

4.2 PSEC OOO
PSEC 000000000 O (E,W,KDF,hLen) 0000,

o L UODOODODOOODO

e W, 00O0ODOODO

oboobobobob NTTooooOobooooooooog



5 000000 (CRYPTOGRAPHIC PRIMITIVES) 12

e KDF, OOOODOODODO
e hlen, 0O OO
000000000 E00OOO0OOO (¢g,m, f(B),a,b,Pp,pLen,gmLen) 000 0.
e ¢, 00
e m, 0000
of(ﬂ),IquDDD mUO0O000000000
ea Fypm OO0
o b Fm 000
e P OOODODOOO

— z,Fm 000
- y,:[quDDD

y’ =2 +ax+b (¢>3)
Y +xy=2°+ax’ +b (¢=2)

e p, 00, POODO
e pLen, [logy,p] OO
e gmLen, [log, ¢™]| OO

O00O PSECODOO,W=sPOUOODOO. O00O,s0 4100000 PSECOODODO
god.

[
0doodd KDFO,820000000000000 10D000O.

5 000000 (Cryptographic primitives)

gboobo,30b0000boboooooog.

5.1 KGP-PSEC

KGP-PSEC(E, KDF,hLen) 0000000000.

oboobobobob NTTooooOobooooooooog



5 000000 (CRYPTOGRAPHIC PRIMITIVES)

O0: E oo0ooooogo
KDF 00000000
hLen 0OQ0O0O0O0
Oo0: PK PSEC OO0, (E,W,KDF,hLen)
S PSECOOO,0000,0<s<p
oodoe:

1. 00 sefo0,---,p—1}00000.
2. W=sPODOOODO.

3. PK = (E,W,KDF,hLen) 0 s0000DO.

5.2 EP-PSEC

EP-PSEC(PK,) 0000000000,

oQ: PK PSECOOO
o« 000000000,0<a<p
0Q: Q EODOO
C, EODOO
0000: 000 PKOOOO.
oooo:

. Q=W Oooooo.
2. C, =P 00000.

3. (Q,Cc,) 00000,

5.3 DP-PSEC

DP-PSEC(PK,C,,s) 0000000000,

0Q: PK PSECOOO

C, EODOO

s PSECOODO,0000,0<s<p
0Q: Q EODOO

ooob: 000 PKOO0OODOO sOOODO.
googde:

1.Q=sC,00000.

2.QO00000.

oboobobobob NTTooooOobooooooooog



6 00000000000 (KEY ENCAPSULATION MECHANISMS) 14

6 00000000000 (Key encapsulation mechanisms)

goobogobobooodo,obbooooooooobooooboboooboobo,0bg
O00o0oOoooo.oooooo, (k) ODOODODODOD. kOODOODODODODODDOODODOODOOO,
co kO0000DOODOODO.O0D0D00O,cU00 kODODO.

goooooobobboboog,booooobooboob,0o00ooooooooog
gbbodgbobobobbobooboooobobb,boboboog,gbboobbooon
goobobobooboooooboooo.

OO00D0OD0O0O0O00O0 PSEC-KEMDO 200000000000O.

e 0000 ES-PSEC-KEM-ENCRYPT(PK)
000000 PK,OODODODOOODOOO (k,e)-

e 0000 ES-PSEC-KEM-DECRYPT(PK, s, cg)
000000 PK,ODOO sOO0O0O00O0 ¢, 0000 k.

6.1 ES-PSEC-KEM
6.1.1 00000

ES-PSEC-KEM-ENcrYyPT(PK) D O00O0O00O0OO0O.

go: PK PSECOOO
go: co googgo

k googgo
ogoob: 0Oob0 pPKOOOO.
goode:

1. (a,k,r) = EME-PSEC-KEM-A(PK)00O00O. (7.1.10000)
2. (Q,C1) = EP-PSEC(PK,a) 0000, (5.20000)
3. ¢o = EME-PSEC-KEM-B(PK,Q,C,,r) 0000. (7.1.20000)

4. (co,k)00DDDO.

6.1.2 0000

ES-PSEC-KEM-DECRYPT(PK,s,co) 00D D0OO0OO0ODOOO.

go: PK PSECOOO
s PSECODOO,0000,0<s<p
co googgo

ao: K oooooo

oo0o: “invalid”

0odbo: 000 PKOODOODOO sOOODO.
oodoe:

oboobobobob NTTooooOobooooooooog



7 000000000000 (ENCODING METHODS) 15

1.

2.

3.

4.

(Ci,¢2,9) = EME-PSEC-KEM-C(PK, ) D000, (7.1.30000)
0000000000 “walid’ 0000000, 4nvalid’ 0000000000000
oo.

Q' = DP-PSEC(PK,Cy,s) 0000. (530000)

(¢!, k)= EME-PSEC-KEM-D(PK,c,9,Q)0000. (7.1.40000)
0000000000 “walid’ 0000000, 4nvalid’ 0000000000000
oo.

C, = DP-PSEC(PK,P,¢/)000000000. (5.30000)
000000 £/ 0000,0000000 4walid’ 000000000000000.

7 00000O0O0D0OO0OO (Encoding methods)

gboboo,1o00b00oboobobooooboobo.

7.1

7.1.1

EME-PSEC-KEM

ooobboboogonbo EME-PSEC-KEM-A

EME-PSEC-KEM-A(PK) 0 000000000.

ooooO: keyLenm ODOODO

go: PK PSECO0OO
go: o oooo,0<a<p
k googgo
googgo
gooOde:

1.

2.

00000000000 redo,---,255 8l poooo.

H = OS2BSP(KDF(I120SP(0,32) || r,pLen + 128 4+ keyLen), pLen + 128 + keyLen) O O
uo.

HOOOODOOO pLen+1280 ¢t0,00000 keyLenO ¥ OOO0O H=t||kDOOO
oo.

a = BS2IP(¢,pLen +128) mod p O OO O.
k = BS20SP(k', keyLen) 0 OO O.

(, k,r) DODODOO.

oboobobobob NTTooooOobooooooooog



7 000000000000 (ENCODING METHODS) 16

7.1.2 0O00OO0OO0OOOO0O EME-PSEC-KEM-B

EME-PSEC-KEM-B(PK,Q,C,,r) 0 000000000.

goooo: R Compressed, Uncompressed, Hybrid 0 00 OO

0Q: PK PSECOOO
Q EOOO
C, EOOO
r 000000
oQ: ¢ 000000
oooo:

1. ¢ = r @ KDF(I120SP(1,32) || ECP20SP(C1, gmLen) || ECP20SP(Q, gmLen), hLen) O
uog.

2. ¢ = ECP20SP(C,gmLen)||cc D OO DO.

3. coUOODOO.

713 O00OOOODOCOOO EME-PSEC-KEM-C

EME-PSEC-KEM-C(PK,¢,) 0000000000,

goooo: R Compressed, Uncompressed, Hybrid 0 00 OO

00: PK PSECOOO
co 000000
00: C, EDOO

Co oooooad

g oooooo
oo0o: “invalid”
oodoe:

l.cODOODOOODOD [hLen/8] 0000, “nvalid” 0000 O0OOODOOODODOCOOO.
2.0 ¢g0,0000000 [hLen/810 o000 ¢g=gllce0000DO.

3. C1 = OS2ECPP(g,gqmLen) 00O O.

4. OS2ECPP O “nvalid” OO0 DOOOO0O, “nvalid” OOO0OOO0OO0DODOOOODOO.

D. (01,02,9) gooog.

714 0O00O0OODOOOO EME-PSEC-KEM-D

EME-PSEC-KEM-D(PK, cy,9,Q') 0000000000,

oboobobobob NTTooooOobooooooooog



8§ 0000 (AUXILIARY TECHNIQUES) 17

ooooO: keyLenm ODOODO

O0: PK PSEC OO0
co 0ooooO
g 0ooooO
Q' EDO0OO
00: o 0000,0<d <p
K oooooO
ooo: “invalid”
oooo:

1. ' = ¢y ® KDF(120SP(1,32) || g || ECP20SP(Q’, gmLen),hLen) 000 0.

2. h' = OS2BSP(K DF(120SP(0,32) || 7', pLen + 128 + keyLen), pLen + 128 + keyLen) 0 O
uo.

3. /000000 pLen+1280 ¢ 0,00000 keyLen O K" 0000 B =¢||K" 00O
ugog.

4. o/ = BS2IP(¢',pLen +128) mod p 0 O O O.
5. k' = BS20SP(k", keyLen) 0O O O.

6. (¢/,k)DD0D0D0O.

8 0000 (Auxiliary techniques)

goobo,bobboboboobooboobpoboooooboobobooon.

8.1 UOUooOn

ooooo0OOO00,SHA-1OO0OO0OO0O0OooDooDO.

8.1.1 SHA-1

SHA-10O FIPSPUB 160-1 [1] 0 00000CO. SHA-1OOOOO 160000000, 00
gooooooo s12000000.

8.2 UUUgn

000000000,00000000000000000000000000,MGF1000
0000 B)ooooo.
MGF1O [5|0000 KDF1ODOOOOOOO.
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8.2.1 MGF1

MGF10OO0OO0O00000000000000000.
MGF1(M,)00000000000.

oooooe: Hash ooooon

hashLen ooodoooOooog,0o0o0n
Oo0: M Oo0ooooooooooog

[ ooooo,000d

l

Oo0: mask ogd [ngDDDDDD
oog: “invalid”
oooOde:

1. U MODODOOOOOO.OO,lph+320,00000000DbD0b0O0bDDODODOOD
U0, “nvalid” OO000O0OD0O0OOO0OODDOOODO.

2. cThreshold = { } ooooo.

hashLen
3. MO00oooooooon.

4. counter =00 00.

(a) counter 0 320 0000000000000 OO.
C = 120SP(counter, 32)
(b MO COOODO,000000 HeshOOOODOO.
H = Hash(M || C)
(c) MO HOOOO,O0OODOOOOO M OOO.
M =M |H
(d) counter 0 1 000. 00 counter < cT"hreshold D00, 0000 4a000.
5. M 000 %wDDDDDD,mmkDDD.
mask = MoMy -+~ M{; g4

6. mask OO O O0O.
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A 0O00O0OO

PSEC-KEM 0,00 ElGamal 00 0000000000000 0OO 4000000000
00000000 000DO00O000O0O0o0obODObOObOoObOPSEC2000000000000
000000 Key Encapsulation MechanismOO 000000 [5)0PSEC-2 00000000
googad.

PSEC-KEMO,0000000C00000DOOCO0ODO0O0O0ODOO ElGamalOOODODOODOO
goooboog,ooopoooboobobobooboobobooboobobobbooo
goobobooobogduaao.

B 000000000

PSEC-KEM OO OOOO0OOO0OOOOCOOOODOODO.

pLen > 160
hLen > 128

C ODUooooogd

PSEC-KEM OO OOO00OO0O0OOOODOOOOOO.

pLen = 160
KDF = MGF1 (SHA-1)
hLen = 160

R = Compressed

keyLen = 256
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D

Jogodg

PSEC-KEMODOOOOOO,000000000DOOO0O0OOOO.

E

F

ugbboobooboboab,boboodan.

ugbo,gobo,bboobgoobobgobuooboboobooobod.

gooooogd

0000000000000 0000000000 Sseccooooooo.
(http://www.secg.org/)

000000 gGMPOOODOOODOOODODODOOOODODOOO.
(http://www.swox.com/gmp/)

goooood

PSEC OO PSEC-1, PSEC-2, PSEC-3 000 PSEC-KEM O 400000. 0000 PSEC-2
O PSEC3000000000O00O0. PSEC-KEMOODOOODOOOOOOOOoooOoO, 1SO
draft [5] 2.7 00 0000000000000 OOOOOOOOO.

PSECO,000 40000000000 DOODOOO.

()

ISO draft (PSEC-KEM)[5]

PSEC200000,0000000000000000 PSEC-2200000000O0DOO
O00.000 PSEC-KEMOODODOODOOOODO. PSEC200000000.

uboggobobboooboaon.

NESSIE draft

200000 0000000000,PSEC-1,230 00000000000,00000000
gboobooobogdd.

PSEC-1,300000,PSEC-20 ISOOO00OOO PSEC-KEMOOOODOOOOODOOO
OoOoOO00ooO0oooOo.ooooobooboOo CRYPTREC2001000000.
CRYPTREC 2000

00000000000000,PSEC-1230 00000000000,00000000
goooooobogog.

00000000, pLen <160,hLen < 128.

CRYPTREC 2001

PSEC-1,300000,2000 000000 PSEC-20 PSEC-KEMOODOOOOO, ISOO
o000 PSEC-KEM OOOOOOOOOOOOOOOOOoDOOOoDoOO.

00000000, pLen < 160, hLen < 128.
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Fi1 0OO00O00bOOoOobooon

gboooboboboobod

F.2 0O000OO0ODOOOOOODOOOOOOOD

PSEC-1, PSEC-2, PSEC-3, 000 PSEC-KEM O OOOOOOOOOOOODOOODOOO,D
ggboooobobooobo.ugboob,booboboooaooo.
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