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Summary

• Let us propose the re-addition of NTRU.

• NTRU is planned for use in the IETF and GlobalPlatform.

• There are also already applications (software router, optical 

transport network) using the liboqs library (NTRU).

• We will contribute by providing faster implementations, etc.

• Maintenance is also available from us.
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Background

• Some companies are worried about the patent issues of ML-KEM, and we think 

it is important to have an alternative.

• After version 0.72, NTRU support has been discontinued.

• At the IETF hackathon, when I talked about re-adding NTRU to liboqs, I was 

advised to contact Douglas. 

• We contacted Douglas, and he contacted John Schanck, but there was no 

response, so we requested that we would like to update and maintain NTRU 

ourselves. He suggested that we attend this meeting.

• Today, we would like to explain to you all, and we would be very happy if you 

could approve the re-addition of NTRU.



4

IETF Activities

https://www.ietf.org/archive/id/draft-fluhrer-cfrg-ntru-02.html

We are collaborating with other companies to promote the standardization of NTRU in the IETF. 

We have published the specifications, including NTRU test vectors. We plan to give a 

presentation at this month's IETF meeting and request an "adoption call."

https://datatracker.ietf.org/doc/agenda-122-cfrg/
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GlobalPlatform Activities

https://globalplatform.org/wp-

content/uploads/2023/07/GPD_TEE_InternalCoreAPI_Spec_v1.3.1.35_PublicRvw.pdf

• GlobalPlatform (GP) is a standards organization for the management and security of secure 

components/devices. It does not standardize the cryptographic mechanisms themselves; it specifies the 

mechanisms to be used.

• NTRU will be supported in the Tee Internal Core API. We believe that NTRU is suitable for resource-constrained 

environments, such as IC cards or microcontrollers. For this reason, we want to standardize it in GP.



Lattice-based mechanism is expected to be used in constrained devices such as IC cards. 

The same can be expected for NTRU.

FYI :  ML-DSA has a l ready been imp lemented  in  IC  cards

https://www.holdings.toppan.com/en/news/2024/10/newsrelease241007_1.html
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Industry adoption: software router “Kamuee”

• NTRU will be implemented in Kamuee, a software router that provides fast and secure 

communications and is already in commercial use. 

• The Kamuee team is also working to standardize router functions at the IETF, and they plan to 

use liboqs as their cryptographic library. They are currently using liboqs version 0.72 for testing, 

which supports NTRU.

https://www.ietf.org/archive/id/draft-watal-spring-srv6-sfc-sr-aware-functions-02.html
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Industry adoption: Optical Transport Network

• Defined by the ITU-T, Optical Transport Network (OTN) is a digital wrapper that encapsulates 

frames of data, to allow multiple data sources to be sent on the same channel.

• Our company applied hybrid mode to OTN and testing currently using liboqs version 0.72

https://www.ciena.com/insights/what-is/What-is-Optical-Transport-Networking-OTN.html
https://www.rd.ntt/e/research/JN202302_20961.html
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Our Plans

• Implementation will be based off of John Schanck's implementation

• Planning some implementation improvements

• About 20% to 30% faster Toeplitz matrix-vector product (TMVP) based polynomial 

multiplication for encapsulation and decapsulation.

• Masking implementation if necessary

HPS40961229 HRSS1373
TMVP keygen 4,378,071 5,649,592 
(proposed) encaps 151,795 109,235 

decaps 206,129 300,504 
Toom keygen 4,866,283 6,129,491 
(current) encaps 187,182 156,283 

decaps 306,927 438,446 

Comparison of CPU cycle count (mean)
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Maintenance

• We can provide maintenance for the NTRU part.

• We have also merged NTRU into the latest version of 

liboqs and are currently testing it to confirm that there are 

no problems. We are ready to merge it.
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Thank you 
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