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1 0000

0000,00000000000 PSECCKEMUOOOUOOD.OOODDODOOOOOO (KEM)
g,bo0booooobobooooboobooboobobobobooob.boobbobOobDoon
O0000000o0ooooo (bEM)0DO00. KEMO DEMOOOOOOOO0OOO KEM-DEM
ooooboboooob,bboooboboobbobobD0obooboDobUob.Dgboobobooboo
0000000000 ISO/IEC 18033-2 [1] 0 80O O0OOOO.

00000000 PSEC-KEMOUOOO ISO/IEC 18033-2 [1]0 00000 PSEC-KEM OO

goooo.

2 0d

2.1 00O

ooo
oooo
goooo
gooooo
R

Z

N

a:=>b
Fgm

O

|

S

[y]

L]

alb

a mod m

a~' mod m

o000 100000

Oooooooooog

oo g8oooon

oooooooooooo

oooood

ooood

ooooooo

bOO0O «O000OD0DO. 0000 ¢ed bOOO0DODOO.
oooq¢m™oodo. qgOon.

ooodooogoooo

000000000000 000oo0ooooDOooooooooooooooon.
ooooooooooon

yeROODODO yODOOODOOOO.
yeROODODOyOODOOOOOO.

a0 b000000000OO0 b=ec00000 cODOODO.
a€Z,meNDOOOOD ml(e—b)0000000O0O0O 0.
a€Z,meNOOOD ab modm=10000000003 b.

22 00000obOO

000000000 E0OOO (¢gom,f(B8),a,b,Pp,pLlen,gqmLen) 00000000000
gooooooooooo

® q,

00.000,q+#3

em, 0000

o f(B),

oom0OF,00000000000,F-000000

a, qu ad

° b, FqMDD



e P, 0DDDDODO (z,y)

- I, quDD
- Yy, ]quDD

O0002z,y0000000O.
¢>3000: y*=a+ax+b, 000 4a®+27b%> #0.
¢=2000: Y’ +axy=a’+ax’+b, 000 b#0.

ep, PODDO,O00O

e plen, [loggssp| OO

o gmLen, [logyssq™| 00

3 Ugoouoogogad

00000000000000000,0000,000,000000,0000,00000
000500000000000000000000000,0000000000000000
00000000. 00000000000000000000000000000,00000
00000000000000000000. 00000000000000000.00000
0000000000000 1000.50000000000000,0000 I),000 (FE),
000000 (0S),0000 (BS),0000000 (ECP)000. 0000000000000
000000000000000000000000000. 000000000000000
0000000000. 0000000000000000000000000000 INVALID
000000000000. 000000000000000000000000000000
00,0000000000000000 000 0O000000000000000000, 0
00000000000000000,000000000000000000.

3.1 0000000 OOOO0OO0O (I2BSP)

0000000000, 000b000oo00o0o00oo0oUooD,00000 12BSP(x,)00
gboobooboboboboooooobooooooobo.obbooobobo 20000000
00000000000O0OD0. 00000 I2BSP(x, )0 000D0OOCODOOOOO:

go: z 4OoOoOd

! O0o0Ooooog,bood
oo: b 0OO0!000god
gboo: INVALID
gooOd:

.00 z>2'000, INALIDOODOODOOOOODO.

2.00 l=0000,0000D0DDOOOOODO.



gooogooo

A

A

ECP20SP(P, R)
> oooooo M
OS2ECPP (M)

M;0DO0OOoono.

P = (z,y)
ooo o

z,y: 00000

oooooo
M = MoMy - My

A

CDDDDD&):

(g)dsozsda
(W)ds€gzSO

U1.0000000000000

3. 00000 z0 2000 2z, €{0,1} 0000DO.
x:a:l,12l*1+xl,22172+'~+x12+x0.
4. 1€{0,...,1—-1} 0000 B;:=x1-; 00,
B:=ByB:1---B_1.
ood.

5. bOOOoOO.

3.2 000000000000 (BS21P)

0000000000,00000000000000000O0,00000 BS2IP(B)OOO
gobooobobooboooooboooooobbob.0oboooboooooboo 200
000000000000 00D0O00O0. 00000 BS2IP(B)DO0O0ODOOOOOOOOODO:



go: B O00!000O00
go: z D000
gooOd:

B=DByB,---B, 000000 BO0OOODOODD 000000

.00 I=0000,0000000000O.

2.0 B;0 00 (€{0,1})0000,i€{0,...,1—1} 0000 z:=B;00,

-1

T = Z 2(l_1_i)xi.

=0

ggo.

J.z0O00000.

3.3 000 0OO0OOoOoOoOoOoO0OoOoOoOoO (BS20SP)

0000000000, 00000000000 O00O0OOOO0OO0,00000 BS20SP(B)
ugoobooboboobuoooobobooooobboooobooo. bobboboobbooooboo 8
00000000 000 00 0000000000000 000. 00000 BS20SP(B)0O
gbooooooooooo:

go: b 0O00!0O0000
go: M DDn:[é-‘DDDDDDD
gobDd:

ool B=ByB,---5; 0000000 M=MM---M,,000000000D0O0:

1. 00 /=0000,0000000000DOO0O0DODO.

2.j€{0,....,8n -1} 0000

5. ) Bi—en-p if j > 8n —1,
/ 0 if j < 8n —1.

goo.

3.i€{0,...,n—1},0000O
M; = Bg;iBgit1- - Bgit7

ggno.

4. MODOOOO.



34 00000000000 DOOOOO (OS2BSP)

0000000000,0000000000000000000000,00000 OS2BSP(M)
ggoboboobooboobbooooobboobooooob. obbbooobooboobod
0000000000000 00000000. 00000 0S2BSP(M)00000OOOOO
goo0:

go: M OO0 0000000
go: B 00!=8n 00000
gooOd:

oooood M=MyM,---M, 100000 B=ByB,---B,_;0o0o0ooooooon.
1. 00 /=0000,00000000000000.
2.i€{0,...,n—1},j€{0,...,7} 0000000000 By €40,1}00000.

M; = Bg;iBgit1 - - Bgit7

3. BOO0ODOO.

35 O000O0O0OO0OOOOoOoOoOO (I20SP)

0000000000, 0000000000000000O0000, 00000 120SP(x,n)
uooooboobbooooooboooboobooooooo. booobooboaobood
goo,boooobooboobooooboooboooooobbooobobooooo. bboboa
[20SP(z,n) 00 00000OCOOOOCOO:

go: z Qgoood

n goooogoggo.
go: M 00 0000000
gdde: INVALID
good:

1. M :=BS20SP(I12BSP(z,8n)) 00 0.

2. MO00O00.

3.6 D000O0OO0OOOOOOOO (OS2IP)

0000000000, 0000000000DO000ooOooOoOO,00D000 OS2IP(M)O
gbooboobobooooobboooooooobooooo. booooooooooobooboo
000,000000000000000000000000O00O00O0O. 00000 OS2IP(M)
gooboooboooboon:

go: M OO0 n000000DO
go: z UoO0oOo
gobDd:



1. x := BS2IP(OS2BSP(M)) 00 0.

2.200000.

3.7 0DO00DO0OOOOOOOOO (FE2IP)

0000000000,00000000000O000C0DOO,00000 FE2IP(e)0O00O0O
goooobgobobobobbobobobobuoo.oboooooobobobooobDbo
gogoooboobooboobobo.g0ObO0bbObOo0o0og,obboooobobooob0 ¢guDbOo
000000000000 00O000D0. 00000 FE2IP(e)D0000DOOOOOODOODO:

ooooooooo: Fe- OO ¢mO00O0O (¢qO0D0O0,m>0000)

oo0: a F,» 00O
oo0: T 00O ¢muooog
oooQ:

ubbdd «e 000 00000000000

m=1000:
ooo0oo0 edO0O (E{O,...,q—l})DDDDDDDDDD.
l. z:=a000.
2.z00000.
m>1000:
oooon0 aO {0,...,q—1}DDDDDDDD (m—l)DDDDDDDDD
oooooDo. 00000000000 00.

l.ie{0,...,m—11000000000000 a €{0,...,q—1}000
oo.

2.0000000.

zxz00000.

3.8 000DO0DUOOODOOOOOO (I2FEP)

0000000000, 00000000000000000,00000 I2FEP(x)000O0O
gogoboobooooboooboobboobboo. bbgbbooboooboboobooboboo
ugbobooboouobood. gguoooouoobbo,obbbooibd ¢guoobb,o0ood

0000000000000 00000000. 0000 I2FEP(x)000000O0OOCOOO
goo:



ooooooooo: Fe- OO ¢mO00O0O (¢qO0D0O0,m>0000)

00: ¢ 000 ¢"00000
00: a Fm0O0O
0oo0:

Ul 000000 e0OD0DOOO0O0OODOOO:

m=1000:
F,» 0000000 (€{0,...,¢q—1})00000000.

l. a:=2z000.
2.a00000.

m>1000:

F- 00000 {0,...,¢—1} 00000000 (m—1)000000000D0O
oobD.ps0O0000O0O0O0OOOOO.

1.20i€{0,...,m—1}0000000000 ¢O000 z;€{0,...,q—1}
ooooo.

2.0000000.

3:a000D00O0.

39 0000000OO0ODOODOOO0OO0OO0OO0O (FE20SP)

00000 FE20SP(e) 0000000 OOOODO:

D00000000: Fe OO ¢"0000 (000, m>0000)
]
n P“§HWDDDDDD

00: a Fgn 00O
00: M 000000
0oo0:
1.
M := 120SP(FE2IP(a),n).
ooo.

2. MO000OO0.

U:0000gooboob FE2IPDODOO.
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3.10 0000000000000 0OO0OOD0 (OS2FEP)

00000 OS2FEP(M)00000O0DUOODODO:

000000000: Fm OO ¢"0000 (000, m>0000)
]
n P“égQﬂDDDDDD

ao: M ooooon
oo: a Fgm OO
ogod: INVALID
googd:

a = I2FEP(OS2IP(M)).
ooo.

2.a00000.

U:000bogoboboob I2FEP O DO

311 0000000O00OODOoooDOoOoOoOoOo (ECP20SP)

gbobooooboooooboogobooooooobooboobooDbg.

ugoobooobooobboouoobobobooooooobo boooo yuooooo
goobooboobooobdooo,obbo 00000000,

gboooboboooboboboobobooobobooboooooobooobobobob
godao,ubodo c0b00oboo, bbb yobooood.

00000 ECP20SP(P,R) 0000000 OOOOO:

ooobooooo: F O0DOOoboooono
ao: P FOOOOOOOO
R Compressed O 00O Uncompressed 0 00O Hybrid
gd: M OO0 nnO00000O0
n=1 (P=0000)
1
a0o n:{m2g2ﬂ+1 (P#£000 RO Compressed 000),
1
an"m (;g2q-‘—|—1 (P#000 RO Uncompressed D00 Hybrid 000)
goodd:

rPODODOOOOO M=MyM,---M,,00000000000:

1. P=0000 M:=120S8P(0,1)00000.

2. P=(x,y) #0 000,00 R=Compressed 000 ,0000.
21. 000000 X0O X:=FE20SP(x)000O.

22.y00 10000 g0O0O00O0ODOOOOO (DODODO yOODO 1ODO0OOOOO):

11



221. ¢q0000000,y=0000 §:=000,y#0000 §:=y; mod200
0.000,y=yn1B8" 4+ 4+yB+y 000000i0 y,£00000
oooooooooooo.

222 . ¢q=2000,2=0000 §:=000,0000000 z=yz 0000
z2=z2m 1" 4+ +28+20000,5:=2000.

23.g=0000 I20SP(2,1)0 LOODOOOO.g=1000 120SP(3,1)0 LOODO
ooo.

24, M:=L|X00000O.
3. P=(x,y) #0 00 R = Uncompressed 000 ,0000.

31. 000000 X 0O X :=FE20SP(z) 000,
32. 000000 YO Y:=FE20SP(y)000.
3.3. M :=I120SP(4,1)|| X |y OOOOO.

4. P=(z,y)#000 R=Hybiid0OO,0000.

41. 000000 X0 X:=FE20SP(z)000.
42. 000000 YO Y:=FE20SP(y)000.
43.y00 10000 j0000000000 (0000 y0O00 10000000):

43.1. ¢q0000000,y=0000 §:=000,y#0000 §:=y;mod200
0. 000,y =y '+ +yf+y 0000000 y#00000
0OoD00O0O0000oOo.

432 . ¢=2000,2=0000 §:=000,0000000 z=y2 '0000
Z2=2m 1" 4 42 B+20000,5:=2000.

44. 5=0000 1208P(6,1)0 LOOODOO0O. §=1000 1208P(7,1)0 LOODO
ooo.

45. M:=L|X|YOOoOoOO.

3.12 J000O0O00O00OO0OO0OO0OO0O0OOOODO (OS2ECPP)

gbobooooboooooboogobooooooobooboobooDbg.

ggbobooboboooboboooobogooboobooboboboobobobboooobg
gooob y0obOooboo,0000ogbbobbobb zc0000D0DO.00000O 4
g yoboooDo.

uboooobooooboobobobboooboboobbboooooooouooboboooboo
oo «000,0000 y0D000DOO.

00000 OS2ECPP(M)0D0O0D0OO0O0ODODOOOO:

12



000000000: E 000000000
00: M 00000000000000
120S8P(0,1) 00O

1
00 n:[m(;gQﬂJﬂDDDDDDDDDD

1
00 n—2rn(;g2q-‘+1DDDDDDD

. P DOOODOOOO
goo: INVALID
gooOgd:

MOOOOOODOO pOODOOOOOODOO:

1. M =1208P(0,1),000 P:=000000.

mlog, q

2.MDI:ID{ w—FlDDDDDDDDDD,DDDD:

1

21. MO M=L|X0O0OODOO0,001000000 LO,0000 [m(;g?‘ﬂ oo
00000 XO0OOOoO.

2.2. = OS2FEP(X) 00 0.

2.3. L=120SP(2,1) 00, §:=000, L=1208P(3,1) 00, §:=100,00000
00 INVALIDOOOODOO0OODDOO0O0.

24. 0 y000000000 P:=(x,y) OODOODO0OOOODO:

24.1. ¢q0000000,Fm 000 w=a’+az+b0000, w0 Fpm 0000
0 v0000. 00000000000 INVALIDOOOOO0OO00O00O00. O
0~v=0000,y=0000.00 =7 mod2000 y=~00,v £
mod 2000 y=—-~000.000,7=9m 18" '+ +mB+~ 0000
0040 %#00000000000000000.

242 q=20 z=000,y:=b"""€FmO00.

243. ¢q=20 2#000,Fm 000 v:=xz+a+br>0000,2°+2z=~0
0 Fen 00 2=2,_18" ' +---+218+20000.00 00000000
INVALID D0 DD0000000. 20=§ 000 y=az€Fm 000, 2 # 7
000 y=x(2+1)€Fm O000.

2.5. P:=(z,y)00000.

+10000000000,0000:

3. MO000 z[ml‘;&ﬂ

1
31. MO M=L||X|YODOOOO,00 1000000 LO,0000 V“;g?ﬂ

ooobooob yoooog.

00000000 X0,0000 P”log?ﬂ

3.2. L = 120SP(4,1) 000 1208P(6,1) 000 1208P(7,1) 00000000000
0.0000000,INVALIDOOD000000000.

13



3.3. :=0S2FEP(X)000.
34. y:=O0S2FEP(Y) 000,

35,0 P:=(x,y) 0 FOOOOOOOOOOOOOOOOOOOOOOOO, INVALID
gbooboooobogoooo.

36. P:=(z,y)00000.

3.13 JO00000O00OOOO0OO0OOOoOoOOO0oOoOoOooO (PECP20SP)

00000 PECP20SP(P)D0O0O0OOODODOODOO:

ooooboooboobo:. F ObOO0obOooobODbo

oo: P Fm~00000000O

1
00: M DDn:anwWDDDDDDD
oooo:

0000000 POOOOOOOO M=MM---M,,00000000000000.
1. P=0000,M:=120S8P(0,n)00000.

2. P=(z,y) #0000, M:=FE20SP(z)00000.

4 ODU0O0OO0OO0O0OOOO0OOO0O000
4.1 PSEC-KEMUOOOOOOOOO
PSEC-KEMOOOOOOO0O00000O00O000.
e £,22000000000000000000
e KDF,6200000000000000
e hlen, 1000

e keyLen, 00O 00O

4.2 PSEC-KEMO0OUO
PSEC-KEMOOOOODODOOOOOO.

e 5, 00000<s<p

4.3 PSEC-KEMO0OUO
PSEC-KEMOOOOODODOOOOOO.

e W, OUODOO EOODO

14



5 UU00DU0Oooobobd PSEC-KEM

00000000 3000000000000 PSEC-KEMOOOOODOO.

e JJ0OODODODOO KGP-PSEC
O0000,0000000000 (W, s).

e OO0 ES-PSEC-KEM-ENCRYPT
000000 wWOOOoOoooOo R 00000C0O0O0OO0O (kc)-

e 100 ES-PSEC-KEM-DECRYPT
000000 sO000 ¢y, dOO0O0 k.

5.1 00000 (KGP-PSEC)

KGP-PSEC()ODODOUODOOOOOOO.

00: KGP-PSECO 0000000
oQ: W PSEC-KEMOODO,0000 EOOCO

s PSEC-KEMOODO,00000<s<p
oDooo:

1. 000oogosedo,---,p—1}0000D0O.
2. W:=sPOOO.

3. Wi sonognog.

52 00000000000 (ES-PSEC-KEM)
5.2.1 00000

ES-PSEC-KEM-EncrypTr(W,R) 0 000000000 OO.

od: W PSEC-KEMOOO,0000 rpOODO
R Compressed 0 00O Uncompressed 00 O O Hybrid
ad: k gooodao

o 000000
oooo:

1. 0000000 rLlenO0OO0OO0OO-O000O0DO.

2. H := KDF(120SP(0,4) || r,pLen + 16 + keyLen) 0 0O O .

3. H=t||kDO,00 pLlen+160000000 t0,00 keyLenOOO0OOOD KODDOODOO.
4. a:= OS2IP(¢) mod pO0 O O.

5. Ch:=aP0O00O.

15



6. Q:=aWO0O00.
7. ¢y :=r @ KDF(I20SP(1,4) | ECP20SP(C}, R) | PECP20SP(Q), hLen) 0 0O .
8. Cy ‘= ECPQOSP(Cl,R) H C9 ooo.

9. (k,co)O0ODODODO.

5.2.2 0000

ES-PSEC-KEM-DECRYPT(s,co) D 0000 OO0OODOOO.

00: s PSEC-KEMOOO,00000<s<p
co 000000

o0: k 00OO0Dooo

OO00:  INVALID

oooo:

1. coDOOOOODODO RLenDODOODO, INVALIDOODOOOOODOO.
2. cp=gl|lce0,000000¢0,00RRLen0000000 eO0O0D0OO.

3. C; := OS2ECPP(g) 00 0. OS2ECPP U INVALIDOOOOOOO OO, INVALIDOO
obooooobobo.

4. Q:=sCh000.

5. r:=cy ® KDF(I120SP(1,4) || g || PECP20SP(Q), hLen) 0 O O.

6. h:= KDF(I120SP(0,4) || r, pLen + 16 + keyLen) O 0O O .

7. h=t||k0,00 pLlen+160000000 t0,00 keykenOODOOOO0O AOODODOO.
8. a:=0S2IP() mod p0 O O.

9. Cy=qP0O000000. 0000000, kO0DOOO0O0O0.DOD0ODOODOO, INVALIDOO
oboooooboobo.

6 UOoQd
6.1 U0OOOOO

000000000000, ISO/IEC 101183 [2)0 0000000 SHA-1, SHA-224, SHA-
256, SHA-384, SHA-512 00 0.

6.2 0OUO0O0OO

00000000 6210000000 MGF1OOOOO. MGF1 0O ISO/IEC 18033-2[1] O
oo KDr1ooogooooo.

16



6.2.1 MGF1

MGF10 61 000000000DOOOOOODODOOODOOOO.
MGF1(M,n) D0000D0O0O0OOOOO

Obooooboognb: Hash gooboogo
hashLen O0O000O0O0O0ODOOOOOCCOOOO,000O0

go: M gobodboobooobooooooobobo
n goboooooog, bobo

go: mask goo, bdn0000000

goo: INVALID

goodo:

1. no0 MOODOODODODO. OO no+40 DOOODOOOODODODDODODOOOO
go0,INnALIDDOOODOooooooooon.

2. cThreshold := [ -‘ ooaod.

n
hashLen
3. 00 c¢Threshold >2% 000, INVALID DD 00000 DOO0OOOOOO.

4. M'0D000000O0O0O0.
5. 00 counter :=0000.
(a) counter 000 400000000000O0O:
C :=120SP(counter,4).

(b MO COODODO,000000 HaeshOOOODOOOO hashLen OO0O0OO0O HO
goog:
H := Hash(M || C).
(c) MO HODOOD,0ODOOOO M O0O0O:
M= M| H.
(d) counter := counter +1000. OO counter < cThreshold DO DO ,5 (a) DO 0.
6. 000000 MO000.,000000 maskO00OO0
mask := MyM; --- M

n—1-

7. mask OO O0OO.

godd

[1] ISO/IEC 18033 — Information technology — Security techniques — Encryption algorithms —
Part 2: Asymmetric ciphers, ISO, 2005a.

[2] ISO/IEC 10118 — Information technology — Security techniques — Hash functions — Part 3:
Dedicated Hash functions, ISO, 2004.
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HRN
A OOO0OO0OOOOOO

PSEC-KEM OO OOOOOOOOCOOOOOOOO0O.

pLen > 20
hLen > 16

B 0O0OOOooog

PSEC-KEM OO O0OOOOOOCOOOOOOOOOO.

pLen > 32 (2560 00)
KDF = MGF1(SHA-256, hashLen = 32)
hLen = 32
R = Compressed
keyLen = 32 (2560 00)

0000000000000000000000000000000,000000000000
00000000000 SECGO0O00O000000000. (http://www.secg.org/)

C ASN.1 Syntax

——HHHHH AR R R R R R R R R R R R
ntt-ds OBJECT IDENTIFIER ::= {

itu-t(0) networkoperator(3) ntt(4401) ds(5) %}
id-PSEC-KEM-v2 OBJECT IDENTIFIER ::={ ntt-ds 3 1 8 }

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORTS All; --

IMPORTS

BlockAlgorithms

FROM EncryptionAlgorithms-3 { iso(1) standard(0)
encryption-algorithms(18033) part(3)
asnl-module(0) algorithm-object-identifiers(0) }
HashFunctionAlgs, id-shal, NullParms

FROM DedicatedHashFunctions { iso(1) standard(0)
hash-functions(10118) part(3) asnl-module(l)
dedicated-hash-functions(0) };

——HHHHH AR R R H R R R R R R R

—- 0id definitions

18



OID ::= OBJECT IDENTIFIER -- alias

-- Synonyms --

i818033-2 0ID ::= { iso(1) standard(0) is18033(18033) part2(2)}
id-ac 0ID ::= { is18033-2 asymmetric-cipher(1) }

id-kem 0ID ::= { is18033-2 key-encapsulation-mechanism(2) }
id-dem 0ID ::= { is18033-2 data-encapsulation-mechanism(3) }
id-sc 0ID ::= { is18033-2 symmetric-cipher(4) }

id-kdf 0ID ::= { is18033-2 key-derivation-function(5) }
id-rem 0ID ::= { is18033-2 rsa-encoding-method(6) }

id-hem 0ID ::= { is18033-2 himer-encoding-method(7) }

id-ft OID ::= { is18033-2 field-type(8) }

—-— Key encapsulation mechanisms --

id-kem-psec 0ID ::= { id-kem psec(2) }

-- Data encapsulation mechanisms --

id-dem-deml 0ID ::= { id-dem deml1(1) }

id-dem-dem2 0ID ::= { id-dem dem2(2) }
id-dem-dem3 O0ID ::= { id-dem dem3(3) }
—-- Symmetric ciphers --

id-sc-scl 0ID ::= { id-sc sci(1) }

id-sc-sc2 0ID ::= { id-sc sc2(2) }

-— Key derivation functions --

id-kdf-kdf1 OID ::= { id-kdf kdf1(1) %

id-kdf-kdf2 0ID ::= { id-kdf kdf2(2) }

-- new field types oids

-- id-ft-prime-field 0ID ::= { id-ft prime-field(1l) }

-- used only to define new basis type
{ id-ft characteristic-two(2) }
{ id-ft odd-characteristic(3) }

id-ft-characteristic-two OID ::
id-ft-odd-characteristic 0ID ::

id-ft-characteristic-two-basis 0ID ::=

{ id-ft-characteristic-two basisType(1) }
charTwoPolynomialBasis 0ID ::=

{ id-ft-characteristic-two-basis
charTwoPolynomialBasis(1) }

id-ft-odd-characteristic-basis 0ID ::= { id-ft-odd-characteristic
basisType(1)}
oddCharPolynomialBasis 0ID ::= {id-ft-odd-characteristic-basis

oddCharPolynomialBasis (1)}

-- MGF1 in PKCS #1 is equivalent to KDF1 here

-- id-mgfl should be used instead of id-kdf-kdfl for compatibility
-- with existing implementations

alg-mgfl-shal RsaesKeyDerivationFunction ::= {

algorithm id-mgf1l,

parameters HashFunction : alg-shal
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+

alg-shal HashFunction ::= {
algorithm id-shal,
parameters NullParms : NULL
X

pkcs-1 0ID ::= {iso(1l) member-body(2) us(840) rsadsi(113549) pkcs(1) 1}

id-mgf1 OBJECT IDENTIFIER ::= {pkcs-1 8}

id-itu-shal OBJECT IDENTIFIER ::= { iso(1)
identified-organization(3) oiw(14)
secsig(3) algorithms(2) 26

id-itu-sha224 OBJECT IDENTIFIER ::= {{ joint-iso-itu-t(2)
country(16) us(840) organization(l) gov(101)
csor(3) nistalgorithm(4) hashalgs(2) 4 }

id-itu-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm(4) hashalgs(2) 1 }

id-itu-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm(4) hashalgs(2) 2 }

id-itu-shab12 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm(4) hashalgs(2) 3 }

id-camellial28-cbc OBJECT IDENTIFIER ::=

iso(1) member-body(2) 392 200011 61 security(1)

algorithm(l) symmetric-encryption-algorithm(1l) camellial28-cbc(2)

id-aes OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840)

organization(1) gov(101) csor(3)_ nistAlgorithms(4) 1 }

id-aes128-CBC OBJECT IDENTIFIER ::= { id-aes 2 }

I 222 s s
-- KEM information objects

KeyEncapsulationMechanism ::= AlgorithmIdentifier {{ KEMAlgorithms 1}}
KEMAlgorithms ALGORITHM ::= {

{ OID id-kem-psec PARMS PsecKemParameters } |

{ O0ID id-PSEC-KEM-v2 PARMS PsecKemParameters 1},

... —— Expect additional algorithms --

b
—— R R R
-- PSEC-KEM

-- an element of the group given in PsecKemParameters (may be 0)
PsecKemPrivateKey ::= INTEGER

PsecKemPublicKey ::= FieldElement
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PsecKemParameters ::= SEQUENCE {

group Group OPTIONAL,

keyDerivationFunction KeyDerivationFunction,

seedLength INTEGER (1..MAX),

keyLength KeyLength -- Length by byte

b

-- DEM specifications

DataEncapsulationMechanism ::= AlgorithmIdentifier {{DEMAlgorithms}}
DEMAlgorithms ALGORITHM ::= {

{ 0ID id-dem-deml PARMS DemlParameters
{ 0ID id-dem-dem2 PARMS Dem2Parameters
{ 0ID id-dem-dem3 PARMS Dem3Parameters
-- Expect additional algorithms --

N

3
DemlParameters ::= SEQUENCE{
symmetricCipher SymmetricCipher,
mac MacAlgorithm

b

Dem2Parameters ::= SEQUENCE{
symmetricCipher SymmetricCipher,
mac MacAlgorithm,

labelLength INTEGER (0. .MAX)

b

Dem3Parameters ::= SEQUENCE{
mac MacAlgorithm,

msglength INTEGER (0. .MAX)

+

I 222 s s s
-- finite field, group, and elliptic curve representations

Group ::= CHOICE {

group0id OBJECT IDENTIFIER,

groupHashId OCTET STRING, -- defined in RFC2528

groupParameters GroupParameters

3

GroupParameters ::= CHOICE {

explicitFiniteFieldSubgroup

[0] ExplicitFiniteFieldSubgroupParameters,
ellipticCurveSubgroup

[1] EllipticCurveSubgroupParameters

3

ExplicitFiniteFieldSubgroupParameters ::= SEQUENCE {
fieldID FieldID {{FieldTypes}},

generator FieldElement,
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subgroupOrder INTEGER,
subgroupIndex INTEGER

}
FIELD-ID ::= TYPE-IDENTIFIER
FieldID { FIELD-ID:I0Set } ::= SEQUENCE {

fieldType FIELD-ID.&id({I0Set}),

parameters FIELD-ID.&Type({I0Set}{@fieldType}) OPTIONAL

}

FieldTypes FIELD-ID ::= {

{ Prime-p IDENTIFIED BY prime-field } |

{ Characteristic-two IDENTIFIED BY characteristic-two-field }|
{ 0dd-characteristic IDENTIFIED BY id-ft-odd-characteristic },
-- expect additional field types

¥

-— prime fieds

Prime-p ::= INTEGER

-— characteristic two fields
CHARACTERISTIC-TWO ::= TYPE-IDENTIFIER

-- when basis is gnBasis then the basis shall be an optimal
-- normal basis of Type T where T is determined as follows:
-— if an ONB of Type 2 exists for the given value of m then
-- T shall be 2, otherwise if an ONB of Type 1 exists for the
-- given value of m then T shall be 1, otherwise T shall be
—-— the least value for which an ONB of Type T exists for the
-- given value of m

-- when basis is gnBasis then m shall not be divisible by 8
-— note: the above rule is from ANSI X9.62

-- note: for the given m and T the ONB is unique
Characteristic-two ::= SEQUENCE {

m INTEGER,-- extension degree

basis CHARACTERISTIC-TWO.&id({BasisTypes}),

parameters CHARACTERISTIC-TWO.&Type({BasisTypes}t{@basis})

}

BasisTypes CHARACTERISTIC-TWO ::= {

{ NULL IDENTIFIED BY gnBasis } |

{ Trinomial IDENTIFIED BY tpBasis } |

{ Pentanomial IDENTIFIED BY ppBasis } |

{ CharTwoPolynomial IDENTIFIED BY charTwoPolynomialBasis },
. —— expect additional basis types

¥

Trinomial ::= INTEGER
Pentanomial ::= SEQUENCE {
k1 INTEGER,
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k2 INTEGER,
k3 INTEGER

-- characteric two general irreducible polynomial representation
—-- the irreducible polymial

— a(@*x™n + a(n-D)*x"(n-1) + ... + a(l)*x + a(0)

-- is encoded in the bit string with a(n) in the first bit, the
-- following coefficients in the following bit positions and a(0)
-- in the last bit of the bit string (one could omit a(n) and a(0)
-- but it may be simpler and less error-prone to leave them in

-- the encoding)

—-- the degree of the polynomial is to be inferred from the length
-- of the bit string

CharTwoPolynomial ::= BIT STRING
—-- odd characteristic extension fields
ODD-CHARACTERISTIC ::= TYPE-IDENTIFIER
Odd-characteristic ::= SEQUENCE {

characteristic INTEGER(3..MAX),

degree INTEGER(2..MAX),

basis ODD-CHARACTERISTIC.&id({0ddCharBasisTypes}),

parameters ODD-CHARACTERISTIC.&Type({0ddCharBasisTypes}t{@basis})
3

O0ddCharBasisTypes ODD-CHARACTERISTIC ::= {

{ 0ddCharPolynomial IDENTIFIED BY oddCharPolynomialBasis },

-- expect additional basis types

b

—-- the monic irreducible polynomial is encoded as follows

—-- the leading coefficient is ignored

-- the remaining coefficients define an element of the finite field
-- which is encoded in an octet string using FE20SP
OddCharPolynomial ::= FieldElement

EllipticCurveSubgroupParameters ::= SEQUENCE {

version INTEGER { ecpVer1(1) } (ecpVerl),
fieldID FieldID {{ FieldTypes }},

curve Curve,

generator ECPoint, -- Base point G

subgroupOrder INTEGER, -- Order mu of the base point
subgroupIndex INTEGER, -- The integer nu = #E(F)/mu
3

Curve ::= SEQUENCE {

aCoeff FieldElement,
bCoeff FieldElement,
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seed BIT STRING OPTIONAL

3

—— R R R R R R
-- auxiliary definitions

FieldElement ::= OCTET STRING -- obtained through FE20SP

ECPoint ::= OCTET STRING -- obtained through EC20SP

KeyLength ::= INTEGER (1..MAX)

MacAlgorithm ::= AlgorithmIdentifier {{ MACAlgorithms }}
MACAlgorithms ALGORITHM ::= {

{ 0ID hMAC-SHA1 PARMS NULL 1} ,
-- Expect additional algorithms --

}
HashFunction ::= AlgorithmIdentifier {{ HashFunctionAlgorithms }}
HashFunctionAlgorithms ALGORITHM ::= {

HashFunctionAlgs | -- from 10118-3

{ NULL IDENTIFIED BY id-itu-shal } |

{ NULL IDENTIFIED BY id-itu-sha224 } |
{ NULL IDENTIFIED BY id-itu-sha256 } |
{ NULL IDENTIFIED BY id-itu-sha384 1} |
{ NULL IDENTIFIED BY id-itu-sha512 7},
. —— expect additional algorithms

¥

KeyDerivationFunction ::= AlgorithmIdentifier {{ KDFAlgorithms }}
KDFAlgorithms ALGORITHM ::= {

{ O0ID id-kdf-kdfl PARMS HashFunction } |
{ 0ID id-kdf-kdf2 PARMS HashFunction } |
{ 0ID id-mgfl PARMS HashFunction },

-- Expect additional algorithms --

}

SymmetricCipher ::= AlgorithmIdentifier {{ SymmetricAlgorithms }}
SymmetricAlgorithms ALGORITHM ::= {

{ 0ID id-sc-scl PARMS BlockCipher } |

{ 0ID id-sc-sc2 PARMS BlockCipher } |

{ 0ID id-camellial28-cbc PARMS BlockCipher } |
{ OID id-aes128-CBC PARMS BlockCipher },

... —— Expect additional algorithms --

}
BlockCipher ::= AlgorithmIdentifier {{ BlockAlgorithms }}

— =
-- external 0IDs

-- HMAC-SHA1

hMAC-SHA1 0ID ::= {

iso(1) identified-organization(3) dod(6) internet(l) security(5)
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mechanisms(5) 8 1 2 }
-- X9.62 finite field and basis types

ansi-X9-62 0ID ::= { iso(1) member-body(2) us(840) 10045 }
id-fieldType OID ::= { ansi-X9-62 fieldType(1) }
prime-field 0ID ::= { id-fieldType 1 }
characteristic-two-field 0ID ::= { id-fieldType 2 }

—-- characteristic two basis

id-characteristic-two-basis 0ID ::= { characteristic-two-field
basisType(3) }
gnBasis 0ID ::
tpBasis 0ID ::
ppBasis 0ID ::= { id-characteristic-two-basis 3 }

I 22 s S s s
-- Cryptographic algorithm identification --

ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

b

WITH SYNTAX { OID &id [PARMS &Type] }

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {

algorithm ALGORITHM.&id( {IO0Set} ),

parameters ALGORITHM.&Type( {IOSet}{@algorithm} ) OPTIONAL

b

END -- EncryptionAlgorithms-2 --

{ id-characteristic-two-basis 1 }

{ id-characteristic-two-basis 2 }
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