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Apache Lounge

Wwebmasters & Programmers Home

APLAC H E on Windows B

Opens8sL details

The Camellia cipher

m~ s oT

This cipher is recommended by the European Union NESSIE project, the Japanese CRYPTREC project, and was added
F tothe SSL/TLSE cipher list by RFC 4132, The Camellia algorithm will be in FireFox 3, It is not enabled by default in
. OpenssL

F The Cameliia home site mentions that there are export (from Japan) restrictions which may make Japanese OpenssL
distributors cautious, but these are general restrictions on all strong (644 bit) cryptography. There is nothing

L' camellia-specific about these Japanese export restrictions, so adding Camellia does not change the Japanese export
situation.

If you build OpenssL for distribution to Japan or Europe, adding camellia is recommended:
Code:

FERL Configure VC-WIH32 enable-camsllia

ge3

5|F: Apache Lounge, http://www.apachelounge.com/forum/viewtopic.php?t=1992

[£%] CamelliaZFIATIREICT B=DDHAF o RAERENBLT
WET, =, LT DOSIZREEN TLVS0penSSLTIECamelliaht
FZBN=230DEONRT TITHARAFRATNET,

Fedora Core 9LLE&. OpenSUSE 10.3LLE& . Gentoo Linux 2008.0LLE& .
FreeBSD 7.0LL[%. FreeBSD ports 2007/6/12 L[
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Duo Lei, Li Chao, and Keqin Feng, “New Observation on Camellia,” SAC 2005, LNCS 3897
Guan Jie, and Zhang Zhongya, “Improved Collision Attack on Reduced Round Camellia,” CANS 2006, LNCS 4301
Lei Duo, Chao Li, and Keqin Feng, “Square Like Attack on Camellia,” ICICS 2007, LNCS 4861
Jigiang Lu, Jongsung Kim, Nathan Keller, and Orr Dunkelman, “Improving the Efficiency of Impossible Differential Cryptanalysis of Reduced
Camellia and MISTY1,” CT-RSA 2008, LNCS 4964
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ICA: Improved Collision attack

IDC: Impossible Differential Cryptanalysis

HDC: Higher Order Differential Cryptanalysis
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