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1 Introduction

This document provides the specification of ID-based authenticated key exchange protocol FSU
[4] that is an extension of FSU (Fujioka-Suzuki-Ustaoglu) protocol standardized in ISO/IEC
11770-3 [5].

This document uses the following notations and functions: elliptic curve parameter £ in
[1], pairing e in [2], and functions HASHINGTOPOINT, GROUPMEMBERSHIPTEST, MGF1,
ECP20SP, OS2ECPP, FE20SP in [3].

2 FSU system parameters

The system parameters consist of the followings.
e Let R be a point compression type specifically Compressed, Uncompressed or Hybird.

e Let G1, Gy, and Gr be cyclic groups with generators G, Go, and e(G1, G2) of prime order
q, respectively, and e : G; x Go — Gp be asymmetric pairing. G, is specified by elliptic
curve parameter &, (v =1,2) in [1], and pairing e is specified as in [2].

e Hash functions H, : {0,1}* — G, are defined as H,(M) = HASHINGTOPOINT(E,, “FSU” ||
ECP20SP(Z1, R)||[ECP20SP(Z3, R)||M) (v = 1,2). HASHINGTOPOINT is specified as
in [3]. Key derivation function H : {0,1}* — {0,1}" is defined as H(M ) = MGF1(“FSU”||
ECP20SP(Z1, R)||ECP20SP(Zs, R)||M,n). MGF1 is specified as in [3]. Here, Z, € G,
(v =1,2) are master public keys.

The master secret and public keys are generated as following.

o KGC randomly selects master secret key z € Z,, and computes master public keys Z, =
2Gy € Gy (v=1,2).

The static secret keys are generated as following.

e For user U; with identity ID;, KGC generates static secret keys D;, = 2Q;, € G, (v =
1,2), where Qi = Hy(ID;)(= ¢inGy) € G, (v =1,2).

3 FSU protocol

Ua has identity ID,4 and static secret key Da1 = 2Qa1 = zH1(IDa)(= 2941G1) € Gi.
Up has identity IDp and static secret key Dpo = 2Qp2 = zH2(IDp)(= 2qp2G2) € Ga.
Initiater U4 and responder Up perform the following authenticated key exchange protocol.
GROUPMEMBERSHIPTEST is specified as in [3].

1. Uy selects a random ephemeral secretAkey xA €y Lg, computes the ephemeral public key
Xay = 24G, (v = 1,2), computes X4, = ECP20SP(X4,,R) (v = 1,2), and sends
(IDA,IDB,XAJ,XA,Q) to UB.

2. Upon receiving (IDA,IDB,XAJ, X'A,g), Up computes X4, = OSQECPP()A(AW) (v =
1,2), verifies GROUPMEMBERSHIPTEST(E,, X4 ,) =1 (v =1,2) and e(X 4 1,92) = e(g91, X4 2),
and aborts if not.

Up selects a random ephemeral secret key xp €y Z4, computes the ephemeral public key
XBy = G, (v = 1,2), computes Xp, = ECP20SP(Xp,,R) (v = 1,2), and sends
(IDB,IDA,XBJ,XB,Q) to UA.



Up computes shared values
o1 =¢e(Qa1,DB2),00 =e(Qa1 +Xa1,Dp2+2p2),03 =xpXa1,04 =2pXa2,

computes ; = FE20SP(0;) (i = 1,2) and 6; = ECP20SP(0;, R) (i = 3,4), computes the
session key K = H(61||62||63||04||sid), where sid = (IDA||IDp||Xa1||Xa2||XB1]|XB2),
and completes the session.

3. Upon receiving (IDB,IDA,XBJ,XBQ), Ua computes Xp, = OSZECPP(XB,U) (v =
1,2), verifies GROUPMEMBERSHIPTEST (&, X)) = 1 (v =1,2) and e(Xp 1, 92) = e(g1, XB.2),
and aborts if not.

U4 computes shared values
o1 =¢eDa1,QB2),02 =e(Da1 +24Z1,Qp2+ XB2),03 =24Xp 1,04 = 24XB2,
computes ; = FE20SP(0;) (i = 1,2) and 6; = ECP20SP(0;, R) (i = 3,4), computes the
session key K = H(61||62||03||64]|sid), where sid = (IDa||[IDp||Xa1||Xa2||XB1]|XB,2)
and completes the session.
Both parties compute the same shared values

_ _ + + _ _
01 = (G, Ga)* 141982, 0y = (G, Go)* 1T B248) gy — 423G, 04 = A7 B G,

and compute the same session key K.

Appendix

A Sample Parameter

Sample parameter of FSU is as follows:

R = Compressed,
Hash = SHA-256,
n = 32,
hashLen = 32,
& = “Fp254BNp”,
E = “Fp254n2BNp”.

The details of the Elliptic curve parameter Fp254BNp [1] is as follows:

e Carve-ID = Fp254BNp

pp = 0x2523648240000001ba344d80000000086121000000000013a700000000000013
o p. =u€F,u

A=0

e B=2

x = 0x2523648240000001ba344d80000000086121000000000013a700000000000012



o« y=1

o ¢ = 0x2523648240000001ba344d8000000007F9f800000000010a10000000000000d
e h=1

Elliptic curve parameter Fp254n2BNp [1] is as follows:

e Carve-ID = Fp254n2BNp

Py = 0x2523648240000001ba344d80000000086121000000000013a700000000000013

pe=u?+1€F,[u

A=0

B=1
+ (0x2523648240000001ba344d80000000086121000000000013a700000000000012)u

z = 0x061a10bb519eb62feb8d&c7e8c61edb6a4648bbb4898bf0d91ee4224¢R03fb2b
+ (0x0516aaf9ba737833310aa78c5982aa5b1f4d746bae3784b70d8c¢34cle7d54cf3)u

y = 0x021897a06baf93439290e096698c822329bd0ae6bdbe09bd19f0e07891cd2b9a
+ (0x0ebb2b0e7c8b15268f6d4456£538d37b09006{fd739c9578a2d 1aec6b3aceIb)u

q = 0x2523648240000001ba344d80000000079f800000000010a10000000000000d

h = 0x2523648240000001ba344d8000000008¢2a2800000000016ad00000000000019
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