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ggbdoboboooboo

D <« SPii10(ys) ® SPo222(ys) ® SP3033(ys) ® SPasoa(yr)
(21, 25,25, 24) < D ® SPi110(y1) ® SPo222(y2) ® SPs033(y3) & SPuaoa(ya)
(25, 26, 27, 28) < D ® SPigo1(y1) D SPa200(y2) B SPoss0(y3) & SPooaa(ya)

goobooobooooooobn
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0oooo 12
ooooooo 11
0oooo (KB) 8

C.28 0O0O0OOOODOO

00000000000 000000000000000000000000000000000
00000000000 0000000000000000000000 OIA-32[199] 0 movzxO O
Alpha[C98] 0 extbl 0 000

P60 movzx 0000000000000 2000000000000000000000000
eax, ebx, ecx,edx 00000 (L,,R,)000000040000000000000000000
000000000000200000000000000000000000000000000
0000000000000 000000000000000000000000000 20000
0000000000000 000000D0000000400000000000000000

C3 0OUOOoOoDbOoon

goboobooboboboobbbobbobbobbbbooboooooobooboonooo
000000 CamelliaDO0OCODOOO0DOODOOODOODOOOODOOODDOOODOOODOO
uboboooooobooooobobobobgn

000000 (align) 0000000000000 O0000O0OOOOOOOOOOODOOODOOOO
ubooobboboobdooooboboobobog

gooooooobod gobooogobooooobboboboobbbobobboobboOoog
ogbboooooobobbobbobodoooooobobboobbobooobboogyd
ggoboobooooooboooobobbbobbboboboboobbooobobnbo
gooooobooood

gooboooboobbobh obbbooboobboobuobooooooboobbooouobboD
gogbobbooobobooooooboooboobuoobbooobbboboooobobo
gogboboooooboboobooboboboobooo

0000 (intrinsic) 00000 ODO0O0OO0O0O0OO0OOOOOO0O0OODOOOOOOOOOOOOO OIA-
320000000000 Visual C++0 6000 0D #pragma intrinsic(lrotl)00 00O O
U lrotl00D0OD0O0O0O0OO0OOODOOODODOOODODODODDDOODOODLDOOOODLDDODO
oogboguogbooboboboobobooboonooood

0000000000 00000000000 00oooogooooSoogoooooonoogo
bogooboooboboobobbobobboboobobooobooboobbooooon
RN
ggboooooooboboooobooboobbbooobooooooboobbbboon
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Pentium 0 00 TA-320 rdtsc 00000 [199]0Alpha0 0 rpcc 00000 [C]ODO OO
0000000000000 0O0000O00D0O00 P60 EV6ODOOOOOODO (out-of-order)
gogoogobooobboooboooooooog
obooboobboobbobobooobboboooobobDbobO00bD000bDUoboUdd OPentium
O0000000ooo0oOoO Fooj0ooooon

D 0000

0000000000 (0000 NTTOOO)DOODOODOOOO (DOODOUOODOOoO)OO
000000 128000000000 CamellicD 00000 Camellia0 00000000 12800
00000 128000 192000 2560 0000000000000000 (OO AES; Advanced
Encryption Standard) 0 00 00 0000000000000 O00OO0O0OO0OOOOOOOOOO

00000 0O000000000000000000000000000000000 [BS93]0
0000 MY4]0000000000000000000000000000000000000
000000000000000000000000000000000000000000000
00 Camelia 00000000027 000000000000000O00DO0O0OO0O Camallia
00000000000000000000000000000000000000 [K95, JK97]0
0000 [JK97, A0O|ID DO DOODODO [B94, KSW96]0 00 0000 (truncated differential attacks)
(K95, MT99|00 000000 W99OOOOD 00 [BW99, BW00| DD O DD 000000000
0ooooooooo

gobogoooobooooooobbobdo oboooooooboooboobobooobobog
ugbobooobboobbobooooooobobobooobbobobobooboobooboobbobooobn
ooobooobooooogoboboooooobboi2s0bgoooboooboboooooboOoo
OOCamelia0 0000 DO0O0OOODOOOO0OODODOODODOODOOOOODODOOOODOOOOO
gdboobooobboooooobooobobooboboboooboboobooobboboyd
gboooooobooobobobooooboan

Camellia0 00 0000000000000 DO00DO0O0OOOOOO8OOODOOOODOO (s-box)
000000000000 0DO0DOO000O0O00DbOIcoo00oooogooo8oonO ceUDDOO
pCOO0OOOOOODO 32000 cpULOOOOO 64000 CPUDDDOOOOOOOOODODO
0000000000 0OCamelia0 0 0000000000000 ODODOOOOOOODOD 128
ggobooogboboboboobobbo 20000gbobbobobboooobbooobonba
000000000 OPentium II/III0 AthlonO 0 0000000000000 OOOODOOOO
ggoogooooooooobobooobooobooooooooooobboooobooooo
gboboobobooooooooboobbooobboobboobobboobooobooboo

Camellia0 0000OD0ODOOO0O0OOOODOODOODOOODODOODODOODOOO400000O
GF(2®) 00 000000000000 00000000000000000000000 GF(2Y)
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googooboboboboooooooboooobooboooooboboobDoooouoboon
ggboogd

000000000000000000000000000000000000000000 (on-
the-fly) 000 0000000000000 0O0O0O00O0OO0OODOOOOOOOODOOOOOOOO
O00C0COOOO0O00O0o0oOoOooooOooO12800000DO 320000 RAMODOO 19200
00D 260000000640000 RAMOOOOODODOOOO

E 0000
El1 FOUO

Camella 0000000 (00 FOO)OOOOOOOE20 FOOOOOOO [KMAT98)|0OO
O000O0E20 Camelia0 000000000000 0O0O0OOOO 2000000 (SPN; Substitu-
tion-Permutation Network) 00 10 0000000000000 0010000000O000 Feistel
coooOobOoOoooooooooOoOOoODOOOODOODODOODODOOODOODOOODODOODODOODO
coooooooOooooOOoOooOOooOOOobOOoODOOOOODOOOOOO00OOOOODODOOOO
obooboooooboboboboboooobobooobooeobbObOObObOOOOOoLODO
ooooooo

E2 POO

Camellia0 000000 (00 PO0D)00D0O0O0OOE20 POODOODOO [KMAT98]O OO
0000000000000 00000000O0O000000 XOR)UODODOOOODUODOOOO
000000000000 0D00000000 (branch number) D 0000000000 OOOOO
pPOO0OOOO0OOUOOOODOOOROIODO CPULDOOOOOOO32000 CPUJAUOO]OODOO
oo IicooboooooooooooooooboooooboooboboOoOooobobO 100 POOOD
gbogdg

E3 00O

00000000000 000000000000GF(2)00000000000000000
gogoooobaboboooon

GF(2® ) 000000000000 00DO0000 27%0000000000000000000
00000000 2%00000000000000 2%000000000000000000
000000 GF(2?) 00000000000 000000D000000000NOoooooan
ggbobobooboooouobooboboooboobobbbooobooooobbobooooog
000000000000000 Camelia0 0000000000000 OO0OGF(2¥) 00000
0000000000000 020000000000000000 GF2¥)OooDOoooooooao
gobooobooobogooooooboboooob40gogbobbboobobDoooboobbboo
OMTOO000000O00O0O0OooOn
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0000000000000 O0O00GF(2%) 00000000 GF2Y000000000000
000000000000000GF(2)00000000000000000000000000
000000 [MIYYSS)OOOOGF(2) 00 00000000000000000 20000000
000000000 GF(2Y)Y000000000000

E.4 FLOOO FL'OO

FLOOO FL-'0OD0DO0O00DO0O000D0D00D0O0 FeistelDOD 60000000000000
000000000000 100000000 Db00D0O00DO00b0O0O0O0O0DOOO Feistel
gbooboooobooobooooobobooobbobooboboobbobobbobooboon
00000000000 000000Camelliad FLOOO FLT'ODOO 60000000000
gboboboobooooboobobooobn

FLOOOODOOODOOOODOO FL'OOOOODOOOMISTYD FLODODOOOOOOO
000 [MI7]OMISTY O Camelia0 0000 0100000000000 O0O00OO0OOOOODODO
Camella0 0000 O0O0OOOOOOOOOOODOOOOOOOOOOOOOODODOOCOOD
gobobodobooogoooobbooooooooboobboooooboooobbooboo
00000000000 (boooo0)U00O00D0OOOO0OOOOODOO0DOO0DO0OODOOOOOn
0000000OO0OO0O0U0oO0OOOU0O0OOO000DODO0ODOOOOOO0OODODODOOD (DOoOoO)
gbogooooogooobobobobooboboobooboboobobbooboobobon
00000000 (XOR)UOODODOOOUODDOODUOODODODODUODODOOOOODOODODOOODOoOOOD
gboboobooboboobooobobooboooobooo

E5 0O0OOO0OOOO

gobooooboobobooooobooboood

l.0000booboobbbooboboobooboboboooobooboooon

2.128000001920000026000000000000000000000000000O
gdooooooooooobooi2sgoooooobooooooooobobbooboon
googbogaoon

. 0bgboboobobobOoboooboobooobo
100ogoogooooooboooboboobooboboobbboooobobobbobooo
0000000000000 000000000000000D000O0OO0O00000 (key agility)
gboboooboobooooboobuoooboobooboobogao

4.00 (on-the-fly) DOODDOOOO0ODOOOOOO

5.00 (on-the-fly) 0000000000000 O0O0OOOOOOOOOOODOOODOOOODOO
ugoogod
goobooooboboooobooooboooboooobboobobbbboobb o
Rijndael [DR98] 0 Serpent [ABK9S| 0D 0000000000000 OOO0OOOODOOOO
ugbobooobboboobbooboboboboboobobooboobooooboboobobobn
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6. 000goopoooogo
r0o0obooo0ooooooooobooboooo

ob1g200000bboobooboobobbooobooooboobobog 304000 50000
gobobooobboobobobooboooobooooooooboob e0o vObObbDODOD
googd

OO0O000oooODO0o00o00ObO0obODO00O0O00bDbOO2000000 CamelliaDOOOOOO
00 K,O00O 16000 (=128000)0000 K400 16000 (=128000)0000 32000
Uoodbooogboboboboo20obboogo 26000 00obbooogoboe4dbbognbo
agag

F O0OO0dooo

Camellia0 OO0 0ODOOO0OD0ODOOOOOCOODOOODOOOOODOOOCOOOOO

good

e 000DO0ODOO ISECOODO
00, 00,00,00,00,00,00,0128000000000 Cameliad0000
ISEC2000-6, 2000 0 50

e JOODO SAC 2000
K. Aoki, T. Ichikawa, M. Kanda, M. Matsui, S. Moriai, J. Nakajima, and T. Tokita, “Camellia:
A 128-Bit Block Cipher Suitable for Multiple Platforms — Design and Analysis —,” In
Selected Areas in Cryptography, 7th Annual International Workshop, SAC 2000, Waterloo,
Ontario, Canada, August 2000, Proceedings, Lecture Notes in Computer Science 2012, pp.39-
56, Springer-Verlag, 2001.

oboobooooon
e ISO 18033
e NESSIE

o IETF
000 Internet-Draft 0 OO .

— J. Nakajima and S. Moriai,“A Description of the Camellia Encryption Algorithm”
<draft-nakajima-camellia-02.txt>

— S. Moriai,“Addition of the Camellia Encryption Algorithm to TLS”
<draft-ietf-tls-camellia-01.txt>
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G

googooood

Camellia 00000000000 Internet-Draft® A Description of the Camellia Encryption
Algorithm” 000000000000 DOOOOOOOO

H

00128000, CBCOOO

id-camellial28-cbc OBJECT IDENTIFIER ::=

{ iso(1) member-body(2) 392 200011 61 security(1)

algorithm(1l) symmetric-encryption-algorithm(1) camellial28-cbc(2) }

00192000,CBCOOO

id-camellial92-cbc OBJECT IDENTIFIER ::=

{ iso(1) member-body(2) 392 200011 61 security(1)

algorithm(1l) symmetric-encryption-algorithm(1) camellial92-cbc(3) }

Oo026000,CBCOOO

id-camellia256-cbc OBJECT IDENTIFIER ::=

{ iso(1) member-body(2) 392 200011 61 security(1)

algorithm(1l) symmetric-encryption-algorithm(1l) camellia256-cbc(4) }

ooogbboogn

Camellia0 0000000000 OO0O0OODODOOODOOOODODODOOODOOOOOODODO
oopoooOooDOoboo

Camellia0 0000000000 DO0OOOOOOOOOOOOPCOOOOOODO 32000 /6400
0O CPUOODOOOO/O000OD ICO0O000OO00ODUOUDO0ODOOOOUOOASIC, FPGAD
oobooo0obOoOoobooooboooooooo

Camellia0 000000000 OOOO0ODODOOOCDODOODODODOOOOOODOOO http://www.
security.melco.co.jp/00000O0ODOOODO
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