goboooobobooobobooobboogobooooobooo|bogo

goddaooon

OOO0000 Camellia OOOOOO

000 OoOOoOoooo @DDDDD gogooood gooooood
o goooo gooo gooo gooo goooo
O
O gooobooooo goooooobbooooo @DDDDDDDDDDDD
O gooon

ooooooad

ood ooooa
1) oooooooo
(0 DOboooooooooooog
- [00000O128-bit0 00O 128/192/256-bit0 00 00O
e shoxOOODOODOOOOODOOODOODOOODOOOODDO
() ooboooOooooo
 JOOOMPODOHIDODOODODODE20POOODOOOOOO
e sbhoxOODODOOOGRRYDODOODOOODOO
- J000D0O0OO04D0000000D0000O040O0s-box0O000
O OD0DO00OFUFLIOODOODOO
« MISTYOFLOODOODOODO
(0) 0ODoOoDOoooOooo
« on-theflyDODOOODOOODOODOD
- J0O00ODO0OD1IOODOODODODOODOODOODD
o 128-bitD0000D0ODOOODO92256-bit0 00000 ODOO0O0O0OOOODOO
(2 oooOOd
() DOODOO0ODODODOODOOOOd (Truncated Differential attack)yO D OO OO OO0O0O
oooooooo
(O) DO0ODOO0O0DO000O000DOO0O0oOO0O0O0O0oDOdoo (Impossible differential attack)
00o00000DOo0ooooooooooooooooo
(0 Doboooooogooo
3) 00O
(0) JboOooDOoOooDO0DOOoOooOooooDOoOooDooooooooooog
e 64-bitCPUO32-bitCPUO DN DODOOODOOOOODOOOOOOODOOODOOO
- J0OO0O0OD0OO0OOODOODOODOOOODOD
(0) 00DO0D0DO0OD00OD00OD0O0OAES finalistsUOOODOODOOO0OO0OO0OO0OODOO0DOOO
oono
(0) 0ODoO0oODOooDO00DOO0ORAM/ROMOODOOODOODOOODOO
(0 JDboooD0DOoO0oo0oD0DOoOOo0o0oDODOoo0oooooDoooooDOooOooogon
0o0ooooooooo

U0 Dooooboooooooa
gboboboobooobooboobooooobooboobbobooobobobooboobo
goooo
O0O0032/64-bit CcPUCDOOODOOOODOOOOODOOOODOOOOODOOOOODDOOOO
0o0o0o0o0oooooonoooooooooooooood




gboboooobboooobobooobboooboooooboooa|bogb

000 O0OO0O00O0O0O0000O0000
(1) 0000000000000 0E2CO[ENO0OMISTY(CO[6)0 00000000000 DO
ooo
. POODOOO
POODOXOROOOODOOOOOODOOOOODOOOOODOOOOODOONOOOOO
OPOOODODDDO0O0O0O0OM00E20000000
- FLOOOOO
000000000000000000MO000000000000000000000
000000 (OO[6)OIMISTYD DOOO000

(2 00000
- 0000000000 00O0O0O0DO0000000C0D00000000000000000
000000000 (0O0[3])
- 0000000O0O0OO0OO0OO0OO0OC0COOOO0O0O0O000000000 (@O0I[8]e))

(3 OO
. GF)OO0O0DO0O0OOGFRR4YDDDDODCDONONODOD (0O[7))
. 00000000D00000000000000000000 [@O[2)

dododoodooooda
ooooooo

oooooDogo

[1] K. Aoki, T. Ichikawa, M. Kanda, M. Matsui, S. Moriai, J. Nakajima, T. Tokita, “Camellia:
A 128-Bit Block Cipher Suitable for Multiple Platforms,” SAC2000, LNCS to appear.

[2] K. Aoki, H. Ueda, “Optimized Software Implementations of E2", IEICE Trans., Vol.E83-A,
No.1, 2000.

[3] M. Kanda, “Practical Security Evaluation against Differential and Linear Attacks for
Feistel ciphers with SPN Round Function,” SAC2000, LNCS to appear.

[4] M. Kanda, Y. Takashima, T. Matsumoto, K. Aoki, K. Ohta, “A Strategy for Constructing
Fast Round Functions with Practical Security Against Differential and Linear
Cryptanalysis,” SAC'98, LNCS 1556.

[5] NTT corporation, “E2: Efficient Encryption algorithm,” http://info.isl.ntt.co.jp/e2,
(Summary version appears in IEICE Trans., Vol.E83-A, No.1, 2000)

[6] M. Matsui, “New Block Encryption Algorithm MISTY,” FSE'97, LNCS 1267.

[7] M. Matsui, T. Inoue, A. Yamagishi, H. Yoshida, “A note on calculation circuits over
GF(22n),” Technical Report 1T88-14, (in Japanese)

[8] M. Matsui, T. Tokita, “Cryptanalysis of a Reduced Version of the Block Cipher E2,”
FSE'99, LNCS 1636.

[9] S. Moriai, M. Sugita, K. Aoki, M. Kanda, “Security of E2 against Truncated Differential
Cryptanalysis,” SAC'99, LNCS 1758.

IEICE Trans.: IEICE Transactions on Fundamentals of Electronics, Communications and Computer
Science

FSE: Fast Software Encryption — Annual International Workshop

LNCS: Springer — Lecture Notes in Computer Science series

SAC: Annual Workshop on Selected Areas in Cryptography




